already becoming "like a utility." In every new technology park or business hotel, he said, people are beginning to expect Wi-Fi. However, the technology faces a critical challenge to its continued popularity and success: Seamless roaming between different networks is difficult for various technical and business reasons.
Roaming is difficult in part because the technologies used in different systems don't always work together. Also, service providers' billing and authentication systems sometimes aren't compatible. Security is another concern. Service providers also must figure out business models for Wi-Fi roaming, including ways to divide up user payments to make sure all participating carriers get paid.
Finally, carriers want to figure out ways that Wi-Fi users can roam from their networks to cellular networks. This would, for example, let users begin working at an airport on a laptop via a Wi-Fi hotspot and then continue via a cellular network until they get to their office and can switch to a traditional LAN.
To solve these problems, companies are working on a variety of approaches to extend Wi-Fi's capabilities, appeal, and potential for generating income.
Industry observers say more people would use the technology more often if they could roam among networks, working with one carrier in numerous locations. Carriers would also support Wi-Fi roaming because it would extend the reach of their service and attract more customers.
TECHNICAL ROAMING ISSUES
There are several key technical issues for Wi-Fi roaming.
Implementation incompatibility
Hotspot use is trivial, as long as a user's network interface card is compatible with a Wi-Fi service provider's access point. However, this is not always the case. 
Handoff standards
The IEEE P802 Handoff Executive Committee Study Group is working on developing a common-handoff-framework standard that will be useful to Wi-Fi roaming.
Committee chair and Intel engineer David Johnston said, "A common handoff framework would specify common behaviors that can apply to any of the network technologies and enable handoff between different technologies as well as within a given technology."
A standardized way of advertising attachment points and their capabilities will also be important, he added. A base station or access point could advertise to a mobile device the location of, channel of, and other information about adjacent base stations so that the device could locate and connect to them more quickly.
For example, with commercial transactions, the base stations could disclose the payment technologies the neighboring stations work with. Thus, mobile devices would connect only to the stations that accept the technologies they use.
Also, Johnston said, "If a certain quality of service is being maintained for a user, that user does not necessarily want to hand off to a base station that cannot also support that QoS [level] , since the ongoing session would be interrupted or degraded." This could be critical for applications such as voice over IP, which requires QoS to make sure calls aren't dropped.
In Japan, the Multimedia Mobile Access Communication Systems Promotion Council is working on a wireless roaming standard that would in part address Wi-Fi.
Security and authentication
The security of Wi-Fi links is not important to casual Web browsers. However, it is critical to users working, for example, on confidential company documents in their hotel room.
In general, Wi-Fi security is problematic. Some experts have criticized the technology's main security component, called wired equivalent privacy.
WEP is designed to give wireless LANs (WLANs) similar protection to that offered by wired networks. WEP encrypts data transmitted over the vulnerable link between clients and access points. Once this occurs, systems can implement other typical LAN security mechanisms such as password protection and virtual private networks.
Researchers report problems with the way WEP uses cryptographic primitives; the plain-text, 24-bit initialization vector it uses for encryption; and the use of some weak encryption keys. Hackers could exploit the flaws to intercept and decrypt communications passing through the wireless link.
The Wi-Fi Protected Access standard addresses some of these problems by, for example, increasing the initialization vector's strength to 48 bits. WPA, though, is only a stopgap measure while the IEEE works on the proposed 802.11i standard, which would include the stronger Advanced Encryption Standard algorithm.
Authorization to make sure people trying to sign on to a network are supposed to have access to a hotspot is also an issue for Wi-Fi. 
ROAMING BETWEEN WI-FI AND CELLULAR
Cellular phone networks cover much longer distances than Wi-Fi networks but transmit data much more slowly, at up to 115 Kbits per second. Some companies are exploring giving users the opportunity to receive the benefits of both network types by permitting roaming between them.
Avaya, Motorola, and Proxim are codeveloping a dual-mode smart phone and infrastructure that would let users roam between Wi-Fi hotspots and cellular networks. The companies expect to release prototypes late this homogeneous networks that minimize the need or incentive for getting many different systems to work together.
TODAY'S LIMITED APPROACHES
Companies have taken several approaches to provide limited Wi-Fi roaming.
Aggregators
Small wireless ISP (WISP) aggregators, such as Boingo Wireless and iPass, offer a single account that provides access to networks of many partners. Users sign up once, pay one monthly fee, and use wireless access points around the country, accessible via login procedures and passwords.
Aggregators don't build new hotspots but instead sign up existing access-point operators. The aggregator and the hotspot operator-which could be a small WISP, a large traditional ISP, or a cellular provider-split the revenue.
However, it's not necessarily a stable business model, as the recent failure of the once-high-flying aggregator Joltage shows. Joltage couldn't get enough customers or venture capital to continue operations.
Hotspot networks
Large companies are also trying to form nationwide hotspot networks. For example, US wireless service providers T-Mobile USA and Wayport have their own extensive Wi-Fi networks, largely in airports, coffee shops, and convention centers.
Several leading computer and telecommunications companies including AT&T, IBM, and Intel have formed Cometa Networks, formerly known as Project Rainbow. The companies plan to create an IEEE 802.11b-based data network whose services Cometa will sell to regional carriers to provide highspeed widespread Wi-Fi access to customers in the 50 biggest US markets.
Intel is also talking to Singapore's Infocomm Development Authority about designing a seamless Wi-Fi roaming infrastructure in that country. According to Kevin Johnson, Avaya's product manager of security, Motorola will develop the dual-mode phones, create the mobility management server that provides the handoff between Wi-Fi and cellular networks, and implement system design tools. Avaya will integrate its IP telephony technology and call-processing software to support mobile capabilities. Proxim will provide the Wi-Fi infrastructure, QoS software, and centralized management systems to facilitate network handoffs.
Carriers such as Cingular Wireless are also interested in Wi-Fi/cellular approaches, noted Kris Rinne, Cingular's vice president of wireless product technology and product realization. Nonetheless, Gartner's Dulaney expressed doubt there will be much customer demand for such dual devices.
BUSINESS-RELATED ROAMING ISSUES
There are numerous business-related obstacles to Wi-Fi roaming.
For example, dozens of companies make hotspots available, from small wireless Internet service providers (ISPs) to telecommunications giants like Cingular and Verizon Wireless, and each provider has its own business and billing plan. Some, like Verizon, deploy free Wi-Fi hotspots for their customers who buy other services. Some companies charge per-use, per-minute, or subscription fees for using their hotspots. Other individuals and groups deploy free hotspots as a public service.
Therefore, reaching roaming agreements that satisfy different company's business goals and methods can be difficult. For roaming to succeed, carriers must resolve differences in their business models and their billing and authentication mechanisms.
If industry consolidation occurs in the future, this would simplify that process by creating fewer carriers that would have to reach agreement. However, industry consolidation may also create large regional or national However, Gartner's Dulaney expressed skepticism about whether there is enough demand to make these efforts commercially viable and whether they will succeed. He said the companies have been slow to follow through with concrete plans and their revenue model still seems to be evolving.
I ndustry observers say companies will have an incentive to work on Wi-Fi roaming because the technology will continue to increase in popularity.
"The WLAN industry will continue to experience stellar growth as deployments in several key markets take place," predicted John W. Chang, senior analyst with Allied Business Intelligence.
Some observers say that Wi-Fi roaming could change the market for the technology. For example, Dulaney explained, many companies currently don't offer hotspots to make a profit. Instead, they frequently offer hotspots to enhance other services they offer and to attract customers.
Allen Nogee, senior analyst with InStat's Wireless Component Technology Service, questioned whether a feebased system could survive, saying that customers won't pay a high usage fee for hotspots, especially when so many free ones exist.
However, some market analysts say, roaming may make Wi-Fi a commercially viable technology. According to Julie Ask, senior analyst for Jupiter Research, national Wi-Fi coverage would be a key factor for the technology's success, as has been the case with cellular phone services. But Ask noted, "It's not here yet for the average consumer." I
